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_ BO GIAO DUC VA DAO TAO CONG HOA XA HOI CHU NGHIA VIET NAM
TRUONG PAI HQC SU PHAM KY THUAT Pic 1ap - Tw do - Hanh phiic
THANH PHO HO CHI MINH

CHUONG TRINH GIAO DUC PAI HOC

Tén chwong trinh: AN TOAN THONG TIN
Trinh d9 dao tao: Pai hoc

Nganh dao tao: AN TOAN THONG TIN
Ma nganh: 7480202

Hinh thire dao tao: CHINH QUI

Viin bang tot nghiép: Ky su

(Ban hanh tai Quyét dinh so...... 7o | cua Hi¢u trudng

truong Pai hoc Su pham K§ thuat Thanh phd Hb Chi Minh)
1. Thoi gian dao tao: 4 nam
2. Péi twong tuyén sinh: Tét nghiép phd thong trung hoc
3. Thang diém, Quy trinh dao tao, diéu kién tot nghiép
Thang diém: 10

Quy trinh dio tao: Theo quy ché dao tao dai hoc, cao ddng hé chinh quy theo hé théng
tin chi ban hanh theo quyét dinh s6 17/VBHN-BGDDT

Diéu kién tot nghiép:

- Diéu kién chung: Theo quy ché dao tao dai hoc, cao dang hé chinh quy theo hé thong
tin chi ban hanh theo quyét dinh s6 17/VBHN-BGDDT

- Diéu kién ciia chuyén nganh: Phai hoan tat thuc tip doanh nghiép trong hoc ky hé va

duoc khoa xac nhan.
4. Muc tiéu dao tao va chuin diu ra
4.1 Muc dich (Goals)

Chuong trinh dao tao nganh ATTT tp trung cung cap cho sinh vién cac kién thirc co sé

nganh vé cong nghé thong tin (tw duy vé 1ap trinh, cac k¥ thuat mang, hé thong thong tin),



dac biét kién thirc chuyén sau vé an toan thong tin. Véi kién thirc chuyén sau vé an toan thong

tin, sinh vién s€ c6 kha nang khai thac cac 16 hong, 161 bao mat, phan tich phat hién cac ma

ddc va xam nhép trai phép, diéu tra ngudén goc cac tan cong, tir d6 xay dung, trién khai cac

giai phap phong chong va dam bao an toan cho cac hé thong thong tin, ing dung, va ha ting

mang. Ngoai ra, chuong trinh dao tao cling tp trung trang bi cho ngudi hoc cac k¥ nang va

thai d6 dam bao sinh vién t6t nghiép c6 kha ning 1am viéc nhém, pham chat chinh tr tbt, ¥

thire to chire ky luat, tuan thu cac luat dinh vé an toan thong tin va c6 dao dirc nghé nghiép,

c6 nang luc tw hoc dé phat trién ban than, tiép tuc hoc tp nang cao dap Gng trinh d6 cao trong

cac moi truong doanh nghi€p khac nhau ¢ trong nude cing nhu quoc té.

4.2 Muc tiéu dao tao (Objectives)

Sinh vién tét nghiép c6 nang luc (kién thirc, ky nang va thai do):

Ki hiéu | PLO Muc tiéu

1 1 Van dung kién thtrc nén tang vé khoa hoc xi hoi, khoa hoc ty nhién va
cong nghé thong tin, va ATTT.

2 2 | Kham pha tri thirc, giai quyét van dé, tu duy hé thong, tu duy sang tao va
ky nang chuyén mon trong linh vuc ATTT

3 3 Lam viéc nhom va giao tiép hiéu qua

4 4 | Hinh thanh y tudng, thiét ké, trién khai, van hanh hé thong ATTT va c6
kién thirc v€ lanh dao va kinh doanh trong k¥ thuat.

PLO = Program learning outcomes: Két qua hoc tdp ciia chwong trinh ddo tao la bao

gom cdc kién thire, ky ndng, thdi dé ma nguoi hoc dat dwge (vé mat Iy thuyét hodc thuc té)

sau khi hoan thanh chwong trinh dao tao.

Céc vi tri cong viéc cua k¥ su an toan thong tin:

Chuyén vién cong nghé thong tin

Chuyén vién quan tri va bdo mat mang.

Chuyén vién bao mat co s¢ dit ligu.

Chuyén vién phan tich, tu van, thiét ké hé théng thong tin dam bao an toan.

Chuyén vién kiém tra, danh gia an toan thong tin cho mang va hé thong.

Chuyén gia ra soat 10 hong, diém yéu va xu Iy su c6 an toan thong tin.

Chuyén gia lap trinh va phat trién ing dung dam bao an toan thong tin.

Chuyén gia phan tich ma doc va tng ctru khan cap su c6 may tinh




4.3. Chuén dau ra chwong trinh dao tao (ELO - Expected Learning Outcome)

|§-|I_"IC_) Chuén diu ra E;;nghlﬁg
Kha ning xac dinh, xay dung va giai quyét cac van dé ky thuat phuc
1 | tap trong linh vyc An toan thong tin bang cach ap dung cac nguyén 4
tic k¥ thuat, khoa hoc va toan hoc
Kha nang phat trién va tién hanh thir nghiém thich hop, phan tich va
o | dién giai dir liéu, va st dung danh gia ky thuit dé dua ra két luan 4

trong linh vuc An toan thong tin.

Kha ning nhn biét trach nhiém dao dirc va nghé nghiép trong cac
tinh hudng k¥ thuat va dua ra cac danh gia, trong d6 c6 xem xét tac
dong cua cac giai phap k¥ thuat trong bdi canh toan cau, kinh té,

mOi truong va xa hoi.

Kha nang tiép thu va ap dung kién thirc méi, st dung céc chién lugc

hoc tap phu hop

Kha nang hoat dong hi€u qué trong mot nhém ma cac thanh vién
5 | cung nhau lanh dao, tao ra mot moi truong hop tac va hoa nhap, thiét 3

1ap cac muc ti€u, 1ap ké hoach nhiém vu va dap ing cac muc tiéu.

Kha nang giao tiép hi€u qua vdi nhi€u doi tuong va giao ti€p bang

ngoai ngir

Kha nang ap dung thiét ké k¥ thuat dé tao ra cac giai phap dap tng
cc nhu cau cu thé trong linh vyc An toan thong tin, c6 xem xét dén
sttc khoe cong dong, an toan va phuc loi, ciing nhu céc yéu tb toan

cau, van hoa, xa hoi, moi truong va kinh te.

Kha nang trién khai cac hé thong k¥ thuat trong linh vuc An toan

thong tin.

Kha nang van hanh va quan 1y cac hé thong ky thuat trong linh vuc

An toan thong tin

ELO - Expected Learning Outcome — Chudn ddu ra chicong trinh dao tao la két qud
hoc tdp mong doi bao gom cdc kién thire, kj ndng, thdi d6 ma nguoi hoc dat dwoc (vé mdt 1y

thuyét hodc thue té) ma nguoi hoc phéi ndam viing sau khi hoan thanh chwong trinh hoc.



Thang trinh d§ nang luc

Trinh d¢ nang lue

Mo ta ngan

0.0<TDNL<1.0 | Coban

Nho: Sinh vién ghi nhd/ nhan ra/ nhé lai dugc kién thirc
bang cac hanh dong nhu dinh nghia, nhic lai, liét ké,
nhan di¢n, xac dinh,...

1.0<TDBNL<2.0

Hiéu: Sinh vién tu kién tao duoc kién thire tir cac tai liéu,
kién thirc bang cac hanh dong nhu giai thich, phan loai,

40<TDNL<5.0 | thao

DAat minh hoa, suy luan, ...
yeu . . .
20<TBNL<3.0 ciu Ap dung: Sinh vién thyc hién/ ap dung kién thirc dé tao
ra cac san pham nhu mo hinh, vat that, san pham mo
phong, bai bao cao,...
3.0<TDBNL <4.0 Phén tich: Sinh vién phan tich tai liéu/ kién thuc thanh
céc chi tiét/ bo phan va chi ra dugc mbi quan hé¢ cua
chung tong thé bang cac hanh dong nhu phan tich, phan
Thanh | loai, so sanh, tong hop....

banh gia: SV dua ra dugc nhan dinh, du bao vé kién
thirc/ thong tin theo cac tiéu chudn, tidu chi va chi s6 do
ludng dd duoc xac dinh bang cac hanh dong nhu nhan
x¢ét, phan bién, dé xuat,...

5.0 < TDNL < 6.0 Xuét
séc

Sang tao: SV kién tao/ sip xép/ to chirc/ thiét ké/ khai
quat hoa cac chi tiét/ bo phan theo cach khac/ méi dé tao
ra cau trac/ mo hinh/ san pham maoi.

5. Khéi lwong Kién thire toan khéa: 150 tin chi

(khong bao gdm khdi kién thirc Gido duc thé chit va Gido duc Qubc phong)
6. Phin bo khdi lwong cac khoi kién thirc

TT TEN HQC PHAN S6 tin chi

KIEN THUC GIAO DUC PAI CUONG (A+B) 51

A. Khéi kién thirc bat bude (LILIILIV) 47
I. Ly luin chinh trj + Phap luét + Tiéng Anh 16
1 Kinh té chinh tri Mac - Lénin 2

2 Triét hoc Mac - Lénin 3

3 Tu tudng HO6 Chi Minh 2

4 Chu nghia xa hoi khoa hoc 2




5 Lich st Bang CSVN 2
6 Phap luat dai cuong 2
7 AV chuyén nganh 3
II. Toan hoc va KHTN 21
1 Toan 1 3
2 Toan 2 3
3 Pai sb va cau trac dai s6 4
4 Xéc suit thong ké tmg dung 3
5 Vatly 1 3
6 Thi nghiém vat ly 1 1
7 Pién tir can ban 3
8 Thuc tap dién tir can ban 1
II1. Nhap moén nganh ATTT 3(2+1)
IV. Tin hoc 7
1 Nhap moén lap trinh (thém 1TC) 4(3+1)
2 Ky thuat lap trinh 3(2+1)
B. Khi kién thirc tw chon: (V), ko ¢c6 TC CSNganh 4
V. Khoa hgc xa hgi nhin van 4
1 Kinh té hoc dai cuong 2
2 Nhéap mén quan tri chit luong 2
3 Nhap moén Quan tri hoc 2
4 Nhap moén Logic hoc 2
5 Co so van hoa Viét Nam 2
6 Nhéap mén Xa hoi hoc 2
7 Tam 1y hoc k¥ su 2
8 Tu duy hé théng 2
9 K¥ nang hoc tép dai hoc 2
10 K¥ ning xay dung ké hoach 2
11 K¥ nang lam viéc trong moi truong ki thuat 2
12 Phuong phap nghién ctru khoa hoc 2
C. Khéi kién thiee GDTC + GDQP
VIII. Gido duc thé chat
1 Gido dyc thé chét | 1




2 Gido dyc thé chat 2 1
3 Tu chon Gido duc thé chdt 3 3
IX. Gifo duc qudc phong 165 tiét
KHOI KIEN THU'C CHUYEN NGHIEP 99
Co s& nhom nganh va nganh (thém lot, 2mon 4TC) 47
Chuyén nganh (30 bit budc + 6 ty chon) 38
Thuec tap tot nghiép (CNTT) 2
Chuyén dé doanh nghiép (CNTT) 2
Lanh dao va kinh doanh trong k¥ thuat (CNTT) 0
Khoa luan t6t nghiép 10
Téng 150
7. Noi dung chwong trinh (tén va khéi lwong cdc hoc phan bdt buéc)
A — Phin bit budc
7A4.1. Kién thirc gido duc dai cwong
ST Ma mon hoc Tén hoc phan S tin chi MaMH tru’()”c,
T MH tién quyét
1. | LLCT120205 Kinh té chinh tri Mac - Lénin 2
2. | LLCT120314 Tu tuéng Ho Chi Minh 2
3. | LLCT130105 Triét hoc Mac - Lénin 3
4. | LLCT120405 Chu nghia xa hoi khoa hoc 2
5. | LLCT220514 Lich st Pang CSVN 2
6. | GELA220405 | Phap luat dai cuong 2
7. Anh Vian chuyén nganh 3
8. | MATH132401 | Toéanl 3
9. | MATH132501 | Toéan2 3
10. | MATH143001 | Dai s6 va ciu triic dai s6 4
11. | MATH132901 | Xac suat thong ké ing dung 3
12. | PHYS130902 Vatly 1 3
13. | PHYS 111202 Thi nghiém vat ly 1 1
14. | EEEN234162 Dién tir can ban 3
15. | PRBE214262 Thyec tap dién tir can ban 1
16. | INIS130180 Nhap mon nganh ATTT 3(2+1)
17. | INPR130285 Nhép mon 1ap trinh 4(3+1)




18. | PRTE230385 | Ky thuat lap trinh 3(2+1)
19. | PHED110513 | Gio duc thé chét 1 1 Khong tinh TC
20. | PHED110613 | Gi4o duc thé chat 2 1 Khéng tinh TC
21. | PHED130715 | Gido duc thé chét 3 3 Khong tinh TC
22. | GDQP008031 | Gi4o duc qudc phong 165 tiét
Téong 47
7A4.2. Kién thive gido duc chuyén nghi¢p
7A.2.1. Kién thitc co' s nhém nganh va nganh
ST Ma mén hoc Tén hoc phin 50 tfn Va MH trlr(’)”c,
T chi MH tién quyét
1. | DIGR230485 | Toan roi rac va 1y thuyét @6 thi 4(3+1) INPR130285
2. | DASA230179 | Cu tric dir liéu va giai thuat 3(2+1) PRTE230385
3. | OOPR230279 | Lap trinh huéng ddi tugng 3(2+1) PRTE240385
4. | CAAL230180 | Kién triic méy tinh va hop ngir 3(2+1) EEEN234162
A +
> | OPSY330280 Hé diéu hanh 3(2+1) %@?’égggégg’
NEES330380 | Mang may tinh can ban 3(2+1)
7. | DBSY230184 | Co s¢ dit liéu 4(3+1) | DASA230179
8 | ARIN330585 | Hoc miy 3(2+1) Bﬁilzg’soéf%
9. | WEPR330479 | Lap trinh Web 3(2+1) | DASA230179,
DBSY230184,
OOPR230279
10. | IPPA233277 | Lap trinh Python 3(2+1) PRTE230385
11. 3(2+1) INPR130285,
INSE330380 | An toan thdng tin NEES330380,
DBSY?230184
12. | MOPR331279 | Lap trinh di dong 3(2+1) | DBSY230184
13. 3(2+1) INPR140285
NPRO430980 | Lap trinh mang
NEES330380
14. | CRYP331980 | Mat mi g dung 3(2+1) INSE330380
15. | INOT231780 | loT 3(2+1) | EEEN234162
Tong 47 Thém 5




7A.2.2. Kién thirc chuyén nganh

S Sé tin | Ma MH trudec,
TT | Ma mon hoc Tén hoc phan , .
chi MH tién quyét
. INSE330380
1. | ETHA332080 | Tan cong mang va phong thu 3(2+1)
ENCR331980
) 3(2+1) NEES330380
2. | NSEC430880 | An ninh Mang
ETHA332080
SYPR432780 | Lap trinh hé thong 3(2+1) NEES330380
4. | ADNT330580 | Mang may tinh nang cao 3(2+1) NEES330380
CNDE430780 | Thiét ké mang 3(2+1) NEES330380
INSE330380
6. | WASE432680 | An toan ung dung web 3(2+1)
WEPR330479
7. | BCAP433280 | Blockchain va irng dung 3(2+1) CRYP331980
8 WISE432380 | An toan mang khong day va di 3(2+1) NEES330380,
' dong INSE330380
9 DIFO432180 | Phap 1y k¥ thuét sb 3(2+1) NSEC430880
10 POIS433780 Tiéu luan chuyén nganh ATTT 5
Tong 32
7A.2.3. Kién thirc thuc tip
S6 TC
ST Ma mo6n hoc | Tén mon hoc Ghi chu
T
1. | ITEN423580 | Chuyén dé doanh nghiép (ATTT) 2
Thuec tap Tot Nghiép (ATTT) 2
2. | ITIN441085 Quan tri mang va hé théng, ATTT
Tong 4
7A.2.4. Tt nghiép
ST <~ A n A % .. .| MaMH truéc,
T Ma mon hgc Tén hoc phan So tin chi MH tién quyé ¢
1. | GRPR403880 | Khoa lun tot nghiép 10
Tong 10

B — Phén tu chon:

7B.1. Kién thirc gido duc dai cwong (chon 2 trong s6 cdc mén sau)




TT | Ma mén hoc Tén hoc phin S0 t}'n MaMH tru’(')’,c,
chi MH tién quyét
1. | GEFC220105 | Kinh té hoc dai cuong 2
2. | IQMA220205 | Nhip mén quan tri chit lugng 2
3. | INMA220305 | Nhap moén Quan tri hoc 2
4. | INLO220405 | Nhap mon Logic hoc 2
5. | IVNC320905 | Co so van hoa Viét Nam 2
6. | INSO321005 | Nhap mon Xa hdi hoc 2
7. | ENPS220591 | Tam ly hoc k¥ su 2
8. | SYTH220491 | Tu duy hé thong 2
9. | LESK120190 | K¥ nang hoc tap dai hoc 2
10. | PLSK120290 | K¥ ning xay dung ké hoach 2
11. | WOPS120390 | K¥ nang lam viéc trong mdi truong 2
ky thuat
12. | REME320690 Phlg:crng phép nghién ctru khoa hoc 2
Tong chon 4
7B.2. Kién thirc chuyén nganh (Sink vién chon 2 mon)

ST M3a moén hoc Tén hoc phan S0 tfn MaMH trll’(')”c,
T chi MH tién quyét
1 FTPS433180 | Cong nghé tuong lira va bao 3(2+1) NSEC430880

Ve mang ngoat vi INSE330380
2. | ANMA432880 | Phan tich ma doc 3(2+1) ETHA332080
3 NSMS432280 | Hg théng giam sat an toan 3(2+1) INSE330380
mang NEES330380
4. | CLAD432480 | Quan tri trén méi trudng cloud | 3(2+1) NEES330380
5 RSMI1432980 | Quan 1y rui ro va an toan 3(2+1) NSEC430880
thong tin trong doanh nghiép INSE330380
6. IDPS433080 Hé théng tim kiém, phat hién 3(2+1) NSEC430880
va ngan ngira xam nhap INSE330380
7| INOT431780 C‘(A)n{g nghAé Internet of Things 3(2+1) NSEC430880
va bao mat
8. | ESYS431080 | Hé thong nhing 3(2+1) CAAL230180
9. | TRC0O433380 | Tin cy trong an toan thong tin | 3(2+1) NSEC430880

C- Kién thirc tu chon lién nganh




STT | Ma moén hoc Tén hoc phan S tin chi MaMH tru’(')’,c,
MH tién quyét
1 DIGI330163 | Ky thuat sb 3(2+1)
2. | DSIC330563 | Thiét Ké Mach S6 Vi HDL 3(2+1)
3 BIME331965 | Thiét ké mo hinh trén may tinh 3(2+1)
4. | DLEA432085 | Hoc siu 3(2+1)
5. | DIPR430685 | Xt Iy anh sb 3(2+1)
D-Cac mon hoc MOOC (Massive Open Online Courses):

Nhim tao diéu kién ting cuong kha nang tlep can voi cac chuong trinh dao tao tién
tién, SV c6 thé ty chon cac khoa hoc online dé xuat trong bang sau dé xét twong duong véi
cac mon hoc c6 trong chuong trinh dao tao:

TT

Ma moén hoc

Tén mon hoec | So tin
chi

Moén hgc dugce xét twong duwong
MOOC (duong link dang ky)

DIPR430685

Xt 1y anh s6 3

Ti 1€ xét tuong duong 20%
Fundamentals of Digital Image and
Video Processing
https://www.coursera.org/learn/digital

MALE431984

Hoc may 3

Tuong duong 20% v&1 mon hoc may
https://www.coursera.org/learn/machi
ne-learning

8. Ké hoach giang day

Céc mon khong xép vao ké hoach giang day, Phong Pao tao s& md 10p trong cac hoc ky dé

sinh vién tu 1én ké hoach hoc tap:

5 ti Ma MH truérc,
ST Ma mon hoc Tén mon hoc 50 t}n .
T chi MH tién quyét
1. | GELA220405 | Phap luat dai cuong 2
2. | LLCT130105 | Triét hoc M4c - Lénin 3 Bé tri HK 1
3. | LCT120205 Kinh té chinh tri Mac - Lénin 2 LLCT130105
4. [ LLCT120405 | Chu nghia xa hdi khoa hoc 2 LLCT130105
5. | LLCT120314 Tur tuéng Hd Chi Minh 9 LLCT130105
6. LLCT130105,
) LLCT120205,
LLCT220514 | Lich su Bang CSVN 2 LLCT120405
LLCT120314



https://www.coursera.org/learn/digital
https://www.coursera.org/learn/machine-learning
https://www.coursera.org/learn/machine-learning

PHED110613

Gi4o duc thé chat 2

PHED130715

Gi4o duc thé chat 3

Cic mén hoc sinh vién cé thé hoan thanh trong qud trinh hoc tip tir HK6 — HK8

S_I'_I' Ma moén hoc Tén moén hoc S(‘c)lg'n l\h//iil‘{l\t:;t;:;gt,
1. | ITIN421085 | Thyc tip t6t nghiép (ATTT) 2
2. | ITEN423580 | Chuyén dé doanh nghiép (ATTT) 2
Hoc ky 1:
TT M3 MH Tén MH setc | T MH tmé’f’
MH tién quyét
1. | MATH132401 | Toéan1 3
2. | MATH143001 | Pai s6 va ciu triic dai s6 4
3. | INIS130180 Nhéap moén nganh ATTT 3(2+1)
4. | INPR140285 Nhép mon 1dp trinh 4(3+1)
5. | PHYS130902 Vitly 1 3
6. | LLCT130105 Triét hoc Mac — Lénin 3
7. | LCT120205 Kinh té chinh tri Mac - Lénin 2
8. Mon BC tu chon 1 (chon 1 trong 5
7B.1)
9. | PHED110513 Gido duc thé chét 1 1 Khong tinh TC
Tong 25
Hoc ky 2:
TT M4 MH Tén MH seTc | 2 MH tmé’f’
MH tién quyét
1. | MATH132501 | Toan 2 3
2. | MATH132901 | XAc suat thong ké timg dung 3
3. | PRTE230385 K thuat lap trinh 3(2+1)
4. | PHYS 111202 | Thi nghiém vatly 1 1
5. | EEEN234162 bién tir can ban 3
6. | DIGR240485 Toan rdi rac va Iy thuyét do thi 4(3+1)




Mon BC ty chon 2 (chon 1 trong

7B.1) 2
LLCT120405 Chu nghia xa hoi khoa hoc 2
9. | LLCT120314 Tu twong H6 Chi Minh 2
Tong 23
Hoc ky 3:
TT | MaMH Tén MH sérc | M MH o
MH tién quyét
1. | PRBE214262 | Thyc tap dién tur can ban 1
2. | DASA230179 | Céu tric dir liéu va giai thuat 3(2+1)
3. | OOPR230279 | Lap trinh hudng ddi tuong 3(2+1)
4. | CAAL230180 | Kién triic may tinh va hop ngir 3(2+1)
5. | NEES330380 | Mang mady tinh can ban 3(2+1)
6. | IPPA233277 Lap trinh Python 3(2+1)
7. | LLCT220514 | Lich st Pang CSVN 2
8. | GELA220405 | Phap luit dai cuong 2
Tong 21
Hoc ky 4:
TT | MaMH Tén MH sérc | M MH o
MH tién quyét
1. | INSE330380 An toan théng tin 3(2+1)
2. | OPSY330280 | Hé diéu hanh 3(2+1)
3. | DBSY240184 | Co so di liéu 4(3+1)
4. | ENCR331980 | Mat ma ing dung 3(2+1)
5. [ INOT231780 loT 3(2+1)
6. | ADNT330580 | Mang may tinh nang cao 3(2+1)
Tong 19
Hoc ky 5:
TT M3 MH Tén MH S6 TC Ma MH trudc,

MH tién quyét




1. | WEPR330479 | Lap trinh Web 3(2+1)
2. | SYPR432780 | Lap trinh hé thong 3(2+1)
3. | MALE431984 | Hoc may 3(2+1)
4. | ETHA332080 | T4n cong mang va phong thu 3(2+1)
5. | WISE432380 | An toan mang khong day & di dong | 3(2+1)
6. | MOPR331279 | Lap trinh di dong 3(2+1)
7. Anh Van Chuyén Nganh 3
Tong 21
Hoc ky 6:
. . . Ma MH trudrc,
TT Ma MH Tén MH So TC .
MH tién quyét
1. | CNDE430780 | Thiét ké mang 3(2+1)
2. | NSEC430880 | An ninh mang 3(2+1)
3. | NPRO430980 | Lap trinh mang 3(2+1)
4. | BCAP433280 | Blockchain va ting dung 3(2+1)
5. | WASE432680 | An toan ting dung web 3(2+1)
6. Tu chon CN 1: Chon 1 tr danh sach | 3(2+1)
cac mon chuyén nganh tu chon
(muc 7B.2)
Tong 18
Hoc ky 7:
. . . Ma MH trudrc,
TT Ma MH Tén MH So TC .
MH tién quyeét
1. | ITIN421085 | Thyc tap t6t nghiép (ATTT) 2
2. | ITEN423580 | Chuyén dé doanh nghiép (ATTT) 2
3. | POIS453780 | Tiéu luan chuyén nganh ATTT 5
Tong 9
Hoc ky 8:
~ o £ Ma MH truée,
TT Méa MH Tén MH So TC MH tién quyét
DIFO432180 | Phap ly k¥ thuét so 3(2+1)
Moén Chuyén Nganh Tw Chon - Chon 1 tir danh sach cdc mon chuyén nganh tuy chon
(muc 7B.2)
Tu chon CN 2 3(2+1)




Kién thirc tot nghiép
GRPR403880 | Khoa luan tét nghiép 10
Tong 16

9. M ta vin tit ndi dung va khoi lwgng cic hoc phin
A. Cac mén thudc kién thirc gido duc dai cwong

9.1. Triét hoc Mac-Lénin
M3 mén hoc: LLCT130105. Sé tin chi: 3
Cdu triic hoc phan: 3(3/0/6)
M6 ta hoc phan:
Hoc phan gdm 3 chuong, cung cap cho sinh vién kién thirc: Chuong 1 trinh bay nhing nét
khai quat nhat vé triét hoc, triét hoc Mac - Lénin, va vai tro cua triét hoc Mac - Lénin trong
doi sdng x4 hoi. Chuong 2 trinh bay nhitng ndi dung co ban cia chil nghia duy vat bién ching,
g6m van dé vat chat va y thirc; phép bién chiing duy vat; 1y luan nhéan thiic ctia chi nghia duy
vat bién chirng. Chuong 3 trinh bay nhiitng ndi dung co ban ctia chu nghia duy vat lich st,
gdém van dé hinh thai kinh té xa hoi; giai cap va dan toc; nha nudc va cach mang xa hoi; ¥
thtrc x4 hoi; triét hoc vé con nguoi.

9.2. Kinh Té Chinh Tri Mic - Lénin
M3 mon hoc: LLCT120205. S6 tin chi: 2
Cdu triic hoc phan: 2(2/0/4)
M6 ta hoc phan:
Hoc phan gdm 6 chuong, cung cap cho sinh vién kién thirc: Chuong 1 trinh bay vé d6i tugng,
phuong phap nghién ctru va chirc nang cta kinh té chinh trj Méc - Lénin. Tir chuong 2 dén
chuong 6 trinh bay noi dung cbt 18i ciia kinh té chinh tri Mac - Lénin theo muc tiéu cia méon
hoc. Cu thé cac van dé nhu: Hang hoa, thi trudng va vai trd cta cac chu thé trong nén kinh té
thi truong; San Xuét gia tri thang du trong nén kinh té thi truong; Canh tranh va doc quyén
trong nén kinh té thi trudong; Kinh té thi truong dinh hudéng xa hoi cha nghia va cac quan hé
loi ich kinh té & Viét Nam; Cong nghi¢p hoa, hién dai hoa va hoi nhap kinh té quéc té cua
Viét Nam.

9.3. Chi Nghia Xa H¢i Khoa Hoc
M3 mén hoc: LLCT120405. Sé tin chi: 2
Cau triic hoc phan hoc tap: 2(2/0/4)
MG td hoc phan:



Hoc phan gém 7 chuong, cung cip cho sinh vién kién thire: Chuwong 1, trinh bay nhirng van
dé co ban c6 tinh nhap mén ciia Chu nghia x3 hoi khoa hoc (qua trinh hinh thanh, phat trién
ctia Chu nghia xa hoi khoa hoc); tir chuong 2 dén chwong 7 trinh bay nhitng ndi dung co ban
cua Chu nghia xa hoi khoa hoc theo muyc tiéu mon hoc.

9.4. Lich Stt Pang Cong San Viét Nam
Ma moén hoc: LLCT220514. S tin chi: 2
Cdu triic hoc phan: 2(2/0/4)
Tém tdt ndi dung hoc phan:
Hoc phan gdom 3 chuong, cung cip cho sinh vién sy hiéu biét vé d6i twong, muc dich, nhiém
vu, phuong phap nghién ctru, hoc tip mon Lich st Dang va nhirng kién thirc co ban, cdt 15i,
hé thong vé su ra doi cuia Pang (1920-1930), qua trinh Pang ldnh dao cudc dau tranh gianh
chinh quyén (1930-1945), 1anh dao hai cudc khang chién chéng thuc dan Phéap va dé quéc My
xam lugc, hoan thanh giai phong dan tdce, théng nhat dat nuée (1945-1975), 1anh dao ca nudc
qua d6 1én chu nghia x4 hoi va tién hanh cong cudc d6i mai (1975-2018). Qua d6 khang dinh
cac thanh cong, néu 1én cac han ché, té)ng két nhitng kinh nghiém vé su lanh dao cach mang
ctiia Pang dé giup nguoi hoc nang cao nhan thirc, niém tin ddi voi Pang va kha ning van dung
kién thirc da hoc vao thyc tién cong tac, gop phan xay dung va bao vé T6 qudc Viét Nam xa
hoi chu nghia.

9.5. Tw twéng H6 Chi Minh
Ma mén hoc: LLCT12031
Cdu triic hoc phan: 2(2:0:4)

MG ta hoc phan:
Hoc phan gdm 6 chuong, cung cap cho sinh vién kién thirc: Khai niém, ddi twong, phuong

phép nghién ctru va ¥ nghia hoc tip mén tu tudng H6 Chi Minh; vé co sd, qué trinh hinh thanh
va phat trién tu tudng HO Chi Minh; Tu twéng H6 Chi Minh vé: Poc 1ap dan toc va chu nghia
xa hoi; Pang Cong san Viét Nam va Nha nudc ctia nhan dan, do nhan dan, vi nhan dan; Dai
doan két dan toc va doan két qudc t&; Vin hoa, con ngudi; Pao dic.

9.6. Phap luat dai cwong
Mai mén hoc: GELA220405. Sé tin chi: 2
Cdu triic hoc phan: 2(2:0:4)
MG ta hoc phan:
Hoc phan trang bi cho sinh vién cac kién thirc co ban nhat vé nha nudc va phap luat, bao gom:
Iy luan chung vé nha nudc va phap luat (ngudn gdc, ban chat, chirc niang, dic trung co ban

cua nha nudc; nguén géc, hinh thure, khéi niém, thudc tinh ctia phép luat); hé théng phap luat



va quan hé phap luat, vi pham phap luat va trach nhiém phap 1y; cac ché dinh luit co ban cua
mot s6 nganh luat quan trong.

9.7. Nhap mon nganh ATTT
Cau triic hoc phan: 3(2:1:6)
MG td hoc phan:
Hoc phan Nhap Mon Nganh An toan Thong Tin dugc thiét ké dé giup sinh vién nim thir nhat

lam quen v6i méi truong hoc dai hoc, cac kién thirc co ban cua nganh, dong thoi hinh thanh
cac k¥ ning mém va cac chuan muc dao dirc, tng xir can ¢ dé sinh vién tién budc thanh cong
trén con trudng trd thanh k§ s An toan thong tin. Cu thé, hoc phan nay trang bi cho ngudi
hoc kién thirc vé dic diém cac thanh phan co ban ciia nganh nhu phan cing, phan mém, 1ap
trinh, co so dir liéu, mang may tinh, va céc van dé an toan cho cac thanh phz‘in do, cac linh
vuc nghién ctru, xu huéng phat trién cua nganh An toan Thong Tin. Hoc phan ciing giup
ngudi hoc phat trién cac k§ ning mém hitu ich, nhu phuong phép hoc dai hoc, phuong phap
hiéu ban than, k§ nang tim kiém thong tin, k¥ ning 1am viéc nhom, k¥ ning thuyét trinh; va
hiéu biét vé cac chuan muc dao dirc, phém chét can co, cc luat dinh vé an toan thong tin.
9.8. Toan 1

Cdu triic hoc phan: 3(3:0:6)
M6 ta hoc phan:
Hoc phan Toan 1 cung cip céc kién thirc co ban vé gidi han, tinh lién tuc va phép tinh vi tich

phan ctia ham mot bién.
9.9. Toan2

Cdu triic hoc phan: 3(3:0:6)
MG ta hoc phan:
Hoc phan Toan 2 cung cip cac kién thirc co ban vé phép tinh tich phan ciia ham mot bién,

chudi sd, chudi liy thira, vecto trong mat phang va trong khong gian.
9.10. Pai s6 va ciu tric dai so

Cdu triic hoc phan: 4(4:0:8)
M6 ta hoc phan:
Moén hoc nay bao gém céc kién thie: Tap hop, 4nh xa, quan hé tuong duong, quy nap toan

hoc; ma tran, dinh thirc, hé phuong trinh tuyén tinh; khong gian vecto, khong gian Euclide,
anh xa tuyén tinh, chéo hoa ma tran, dang toan phuong; 1y thuyét vé mot sb cau tric dai sd
nhu nhom, vanh, truong; va mdt sb ung dung nhu cdc mo hinh tuyén tinh, dd hoa may tinh,
ma hoa, mat ma,....

9.11. XA&c suat thong ké va ing dung

Cau triic hoc phan: 3(3:0:6)
MG td hoc phan:



Mon hoc nay bao gdm théng ké mé ta, xac suit so cap, bién ngu nhién va lut phan phdi xac
suét, cac sd dic trung cua bién ngau nhién, uéc lugng tham s6, kiém dinh gia thuyét, tuong
quan va hdi quy tuyén tinh.

9.12. Vatly1

Cdu triic hoc phan: 3(3:0:6)

MG td hoc phan:

Hoc phan nay cung cip cho sinh vién nhitng ndi dung co ban cta vat 1y bao gdm cac phan co
hoc va nhiét hoc lam co sé cho viéc tiép can cac mon hoc chuyén nganh trinh d¢ dai hoc céac
nganh khoa hoc, k¥ thuat va cong nghé. Sinh vién s& duoc trang bi cac kién thirc vé vat Iy dé
khao sat su chuyén dong, ning luong va cac hién tuong vat 1y lién quan dén cac di tuong
trong ty nhién co kich thudc tir phan tir dén c& hanh tinh. Sau khi hoc xong hoc phan sinh
vién s& c6 kha ning Gmg dung nhiing kién thirc d3 hoc trong nghién ctru khoa hoc ciing nhu
trong phat trién k¥ thuat va cong nghé hién dai.

Noi dung cia hoc phan gém cac chuong tir 1 dén 22 trong sach Physics for Scientists and
Engineers with Modern Physics, 9" Edition cta cac tac gia R.A. Serway va J.W. Jewett.

Céc ndi dung cta hoc phan nay nham gitp sinh vién lam quen v6i phuong phap khoa hoc,

céc dinh luat co ban cta vat 1y, phat trién hiéu biét vé khoa hoc vat 1y n6i chung va k¥ ning
12p luan cling nhu cac chién lugc dé chuén bi cho viéc hoc tap cac 16p khoa hoc chuyén nganh
trong chuong trinh danh cho k¥ su. Dé dat muc tiéu nay, hoc phan s& chu trong vao viéc két
hop cung cap nhitng hiéu biét vé& cac khai niém véi cac k¥ ning giai cac bai tap dang chuan
(1am & nha) & cubi mdi chuong.

Bén canh d6, hoc phan s& gitip sinh vién hiéu cach xdy dung cac mo hinh toan hoc dua trén
cac két qua thuc nghiém, biét cach ghi nhan, trinh bay, phan tich s6 lidu va phat trién mot mo
hinh dua trén cac dit lidu va co thé sir dung mo hinh nay dé phan doan két qua cua cac thi
nghiém khac. Pong thoi, sinh vién sé& biét dugc gidi han ctia mé hinh va c6 thé sir dung ching
trong vi¢c phan doan.

9.13. Thi nghiém vatly 1

Cdu triic hoc phan: 1(0:1:2)
M6 ta hoc phan:
Thi nghiém Vat 1y 1 gdm mot don vi hoc phan c6 9 bai thi nghiém vé dong hoc, dong lic hoc

chit diém va dong luc hoc vat ran. bay 1a mon hoc bo sung cho sinh vién thudc khoi nganh
cong nghé hé cao dang va dai hoc nhiing kién thirc vé ban chat cac hién tuong vat 1y xay ra
trong ty nhién, kiém tra lai cac ly thuyét vat 1y da dugc hoc trong chuong trinh nham rén
luyén cho cac k¥ su twong lai k¥ ning quan sat, tién hanh thi nghiém, do dac va tinh toan,
phan tich, xir 1y sd liéu.

9.14.Dién tir can ban



Cdu triic hoc phan: 3(3:0:6)
M@ td hoc phan:
Cung cap cho sinh vién nganh cong nghé thong tin cac kién thic chung co ban va phuong

phap phan tich, tinh toan cdc mach dién va mach dién tir can ban thuong st dung trong thuc
té nhu: mach dién mot chiéu, mach dién xoay chiéu, mach chinh luu, mach én ap, mach ngét
dan dung BJT, mach khuéch dai tin hiéu, mach dao dong ...

9.15. Thuye tap dién tir can ban
Mo6n hoc nay hudng dan sinh vién thyc hanh cac mach ky thuat dién tir nhu mach chinh luu,
mach xén, mach ngué)n DC, mach khuéch dai tin hiéu nho, mach transistor ngét dan, mach
dao dong, cac mach diéu khién dung SCR, TRAC, DIAC, quang trd, op-to, cac mach dém va

thanh ghi va cac mach dién tir tng dung trong thuc té.
B- B0 mon Tri tu¢ nhan tao (5)

9.16. Nhap mon lap trinh

Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Hoc phan nay trang bi cho ngudi hoc nhiing kién thirc co ban vé cach biéu dién dir liéu trén
may tinh, hé thdng s6 v6i cac phép toan nhi phan, bat phan, thap luc phan, cic budc giai mot
bai toan 1ap trinh. Ngoai ra mon hoc nay con dinh huéng phuong phap tu duy, phong cach
1ap trinh, cach giai quyét bai toan tin hoc bang luu do khéi, 1ap trinh céc bai toan tin hoc don
gian bang ngdn ngir lap trinh C/C++.

9.17. Ky thuat 13p trinh

Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Mon hoc trang bi cho sinh vién nhitng kién thirc vé phan tich, danh gia do phuic tap cia giai
thuat, ddng thoi cling cung cip cac giai thuat va ky thuat lap trinh dé giai quyét bai toan thuc
té cling nhu ning cao hiéu qua cta cac chuong trinh may tinh.

9.18. Toan roi rac va Iy thuyét dé thi

Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Phén “To4n rdi rac” trang bi cho ngudi hoc nhirng kién thirc co ban vé logic ménh dé, logic
vi tir, suy dién logic, quan hé twong dwong, quan hé thi tw, dan va dai s6 Bool. Cung cap cho
ngudi hoc kién thirc va k¥ ning trong viéc phén tich, nhin nhan van dé, trong viéc xac dinh

cong thic da thire ti tiéu bang phuong phap biéu d6 Karnaugh.



Phén “Ly thuyét d6 thi” (LTDT) trang bi cho ngudi hoc nhirng kién thirc co ban vé 1y thuyét
d6 thi va sy hiéu biét vé cac linh vuc tng dung cua Iy thuyét do thi, cung cip kién thirc nén
tang vé 1y thuyét dd thi ing dung trong tin hoc. Cung cip cac thuit toan, ky thuat va k§ ning
1ap trinh cac giai thuat trong 1y thuyét do thi.

9.19. Xir 1y anh s

Cau triic hoc phan: 3(2:1:6)
M6 td hoc phan:

Hoc phan nay cung cap cho ngudi hoc nhiing kién thirc va k¥ niang dé viét dugc cac chuong
trinh xir Iy anh s6 co ban. Trén co s ndy, sinh vién co thé giai quyét dugc cac bai toan nhu
nang cao chét luong anh, mo ta thong tin ddc trung ctia dbi tuong trén anh va nhan dang dbi
tuong trén anh.

9.20. Hoc sau

Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Hoc phan nay cung cap cho nguoi hoc nhitng kién thirc nén tang vé 1y thuyét va cong cu cua
hoc sau. Trén co s¢ nay, sinh vién xay dung va huan luyén dugc cadc mang no-ron sau va ing

dung vao thi gidc may tinh.
C- B6 mon CNPM (4)

9.21. Céu truc dir liéu va giai thut

Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Hoc phan nay cung cip cho sinh vién kién thirc vé cac cu trac dir liéu va giai thuat thong
dung trén may tinh. Gitp sinh vién c6 kha ning phan tich va xay dung giai thuat bang ma gia
va hién thuc giai thuat trén may tinh bang mot ngdn ngit 1ap trinh C/C++. Ngoai ra, hoc phan
nay ciing cung cap kha ning van dung cdu trac dir lidu va giai thuat d hoc dé giai quyét bai
todn trong thuc té. Bén canh d9, sinh vién duoc lam viéc trong cac nhom va thuyét trinh cac
van dé nang cao st dung cac phuong tién trinh chiéu.

9.22. Lap trinh huéng doi twong

Cau triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Hoc phan nham cung cap cho nguoi hoc cac kién thic vé cong nghé Visual NET 2015/2017
ctia Microsoft, cac thanh phan chinh ctia .NET framework; cac thanh phan co ban va ct phap
ctia ngon ngit C#; phuong phap luan trong 1ap trinh OOP: 16p, ddi twong, thudc tinh, phuong

thte, su thira ké, tinh da hinh, giao dién. Bén canh d6, mén hoc cung trang bi kién thtc va ky



ning st dung co ché uy quyén va viéc dap Gmg ctia né theo céc su kién; xay dung Generic v6i
16p, giao dién, phuong thirc; kién thic co ban vé LINQ va k§ nang sir dung cac 16p dung sin

trong C# dé xay dung cac chuong trinh WinForm don gian.
9.23. Lap trinh web

Cau triic hoc phan: 3(2:1:6)
MG td hoc phan:
Mon hoc nay cung cap kién thirc nén tang vé cac uimg dung web dugc xdy dung bing cong

nghé Servlet va JSP trén nén tang J2EE framework. Noi dung chu yéu tap trung vao hai thanh
phan sau, thir nhat, thu vién thé chuin JSTL (JavaServer Pages Standard Tag Library): tip
cac thé JSP voi cac chirc niang chung hd tro cho nhiéu ung dung JSP, thir hai, m6 hinh MVC
(Model-View-Controller Pattern). Sau khi hoc xong mén hoc nay, sinh vién dugc trang bi cac
k¥ niang phan tich va thiét ké; c6 kha niang tng dung mé hinh MVC dé phat trién mot tng
dung web hoan chinh dya trén cong nghé Servlet va JSP. Ngoai ra, cac k¥ nang mém nhu lam
viéc nhom, trinh bay bdo cao ciing dugc dua vao mon hoc nay
9.24. Pién toan dam may

Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Amazon Web Services, Google App Engine, Microsoft Azure, va cac dich vu ddm may khac
cho phép cé ca nhan va td chirc ¢6 thé sir dung duoc sitc manh ctia nhitng ngudn tai nguyén
tinh toan v6 han theo mo hinh pay-as-you-go ma khong can phai dau tu nhiéu ngay tir dau.

Trong mén hoc ndy, sinh vién s& duogc trang bi kién thirc vé cac APIs quan trong ctia nhu
nhirng dich vu duoc cung céip boi Google, Amazon, va Microsoft Cloud, bao g@)m cac ky
thuat xdy dung va trién khai cac tmg dung ciing nhu viéc duy tri cac may ao. Sinh vién s&
duoc hoc: Cach st dung cdc mo hinh ddm may nhu: Cloud as the infrastructure, Cloud as the
platform, va Cloud ad the software services; Cach st dung cac RESTFul Web services; Cach
str dung ca Web interfaces va ché do dong 1énh (CLI) thong qua Linux/Unix terminal dé 1am

viéc voi cac Cloud service.
D- B Mon H¢ thong thong tin (3 mén)

9.25. Co s6 dir liéu

Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Hoc phan nay trang bi cho nguoi hoc nhitng kién thire co ban vé co s¢ dir licu va kién thuce

chuyén sau vé mo hinh dir liéu quan h¢: quan h¢, phu thudc ham, cac rang budc trén quan hé¢,



siéu khoa, khoa chinh, khoa dy tuyén, khoa ngoai, bao dong ctia tdp phu thuéc ham, bao dong
ctia tap thudc tinh, phu tdi tiéu cta tap phu thudc ham, thuat todn tim bao déng cua tap thudc
tinh, thudt toan xac dinh khoa, cac dang chuan va tinh chit twong ng. Trang bi cho ngudi
hoc kién thitc v& mo hinh thyc thé két hop dé thiét ké CSDL.

9.26. Hoc may

Cau triic hoc phan: 3(2:1:6)
M6 td hoc phan:

Mon hoc gidi thiéu cho sinh vién vé linh vuc hoc may va cac giai thuat hoc may pho bién.
Sinh vién s& thyuc hién cac bai tp 14p trinh bang ngon ngit 1ap trinh Python, va phan tich, danh
gi4 cac giai thuat nay. Sinh vién ciing s& thuc tap hinh thanh y tuong, thiét ké va hién thuc
héa mot hé thong hoc may don gian trong d6 an mon hoc xuyén sudt hoc ky.

9.27. Lap trinh Python:

Cdu triic hoc phan: 3(2:1:6)

M6 ta hoc phan:

Python 13 mot trong nhitng ngon ngit 1ap trinh da dung phd bién hién nay. Ngon ngit ndy dang
ngay cang trd nén pho bién hon trong linh vuc k¥ thuat dit liéu. Hoc phan nay trang bi cac
kién thirc va k¥ ning co ban vé lap trinh str dung ngon ngit Python. Céc kién thirc bao gdbm
¢t phap ngodn ngi, cac kiéu dit lidu va cdu tric dit lidu thuong sir dung, cac ham tién ich
thuong dung, khai niém 1ap trinh hudng ddi twong trén Python. Ngoai ra, hoc phan con cung
cap cac kién thire chuyén sau vé viéc sir dung cac tién ich mé rong ciia Python trong xir Iy dit
lidu, bao gdm phan tich khai pha dir liéu, tién xur 1y dit liéu, va xay dung mé hinh dy bao don
gian.

E- B0 Mon Mang va An ninh mang (7cs+9cn+10tc)

9.28. lot
Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:
Moén hoc nay cung cap cho sinh vién nhitng kién thirc vé Hé thong IoT, cu thé: cac khai niém
lién quan t&i hé théng IoT, kién tric hé théng IoT, chdng giao thirc cho IoT, cic thanh phan

hardware, software, mot sb platform cho h¢ théng [oT, cong nghé RFID, sensor...

9.29. Kién tric may tinh va hop ngir

Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Hoc phan cung cip cho ngudi hoc nhitng kién thuc lién quan t6i kién trac ciia méy tinh ciing
nhu tap 1énh ciia vi xtr 1y va lap trinh hop ngir cho vi xir 1y, cu thé:

- Cung cap kién thic vé cac hé s6 dém dung trong may tinh



- Kién trac téng quat cua by xu 1y, hiéu suit may tinh, cac loai bd nhd, cac loai Xuét nhap,
ngét

- Cung cip kién thtrc vé cac cach biéu dién dir liéu trong may tinh

- Gi6i thiéu kién trac mot s6 ho vi xtr 1y cta Intel : thanh ghi ctia ho x86, x86-64

- Cung cip cac kién thirc vé viéc sir dung tap 1énh x86, x86-64

- Cung cap kién thirc vé lap trinh hop ngit trén linux x64, cac 10i goi hé thdng, goi hop

ngit tr ngdn nglr cap cao.

9.30. Hé diéu hanh

Cau triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Hoc phan nay trang bi cho ngudi hoc nhiing kién thirc co ban vé Hé diéu hanh, bao gdm: Mo
hinh tong quat, cau tric, chirc ning, cac thanh phan co ban ciia hé diéu hanh. Cac nguyén ly
co ban dé xay dung Hé diéu hanh. Tim hiéu ciu trac va viéc tng dung cic nguyén Iy co ban
trong cac hé diéu hanh cu thé. Tim hiéu va mo phong diéu khién thiét bi ctia Hé diéu hanh
thong qua 1ap trinh hé thong.

9.31. Mang may tinh can ban

Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Mon hoc nay cung cac cac khai niém co ban trong mang mady tinh, dic diém co ban cua cac
loai mang; kién thirc vé nguyén |y hoat dong ctia cac thiét bi mang, cac k¥ thuat phé bién trién
khai trén ha tang mang, cac giao thirc pho bién hoat dong trong hé thong mang; cac kién thirc
vé thiét ké, cAu hinh va van hanh hé thong mang don gian.

9.32. Mat ma irng dung

Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Hoc phan nay cung cap cac khai niém co ban vé ma héa thong tin, giéi thidu cac phuong phap
ma hoa, giai ma va tng dung cua chang trong bao mét théng tin, cac co ché va nghi thirc bao
maét: Xac thuc, chit ky s6. Ngoai ra, hoc phan ndy ciing cung cap kha ning van dung kién thire
vé ma hoa thong tin da hoc dé giai quyét mdt s bai toan bao mat trong thuc té. Bén canh do,
sinh vién dugc 1am viée trong cac nhom va thuyét trinh cic van dé ning cao sir dung cac
phuong tién trinh chiéu.

9.33. An toan thong tin

Cau triic hoc phan: 3(2:1:6)
MG td hoc phan:



Mon hoc cung cip cho sinh vién chuyén nganh Cong nghé Thong tin kién thirc co ban vé An
toan thong tin trén may tinh nhu CIA, An toan trén phian mém, An toan trén HDH, An toan
trén Co s& dit liéu; cac van dé vé An toan trén mang may tinh nhu Malware, Firewall, IDS/IPS;
cac van dé vé ma hoa thong tin, cac thuat toan hash, MAC, RSA, quan Iy khoa trong cac giao
thirc truyén trén mang.

9.34. Quan tri Mang va H¢ thong
Cau triic hoc phan: 3(2:1:6)
MG td hoc phan:
Mon hoc trang bi cho sinh vién nhimg kién thirc va k§ nang chuyén vé thiét ké, cai dat va
quan tri hé théng mang trén nén hé diéu hanh Windows, Linux, cling nhu c4u hinh va quan
tri ha ting mang, thiét bi mang. Cu thé hon, mén hoc huéng dan ky thuat: Thiét ké, cai dat va
cAu hinh mang; Quan tri ngudi dung va cac chinh sach; Quan tri co s¢ ha ting mang va cac
dich vu mang; Str dung cac cong cu bao mat hé théng va ha tﬁng mang.

9.35. Lap trinh mang
Cau triic hoc phan: 3(2:1:6)
M6 ta hoc phan:
Mon hoc cung cap cac kién thire co ban vé cac thu vién Socket ctia mét s cong cu lap trinh
nhu Python, C# hodc Java hd tro xay dung cac loai tng dung truyén di liéu & tang Network
Vi giao thirc UDP, TCP, ICMP. Phat trién cac ing dung mang dua trén cac giao thic HTTP
| HTTPS, FTP, SMTP, POP3, IMAP, SSH, SSL, TLS. Lap trinh xay dung c4c tng dung bat
va phan tich géi tin, phuc vu cho viéc quan 1y, diéu khién, va giam sat an toan hé thong mang.

9.36. Lap trinh hé thong
Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:
Mon hoc cung cip nhitng khai niém co ban vé lap trinh hé thong may tinh ¢ dang ngodn ngi
Assembly, cach chuyén ddi ngdn ngit cap cao sang ma may va nguoc lai. Mon hoc cung cap
kién thirc va k¥ nang t6i wu hoa chuong trinh, nhiing khai niém vé stack, pointer, cache va
kién triic may tinh dé tir d6 xay dung dugc chuong trinh an toan hon, hiéu qua hon va c6 tim
nhin hé théng hon. Déng thoi, kién thirc ciia mén nay con phuc vu cho céc ky thuat dich
nguoc, debug va kiém 16i phan mém

9.37. Mang may tinh niang cao

Cdu triic hoc phan: 3(2:1:6)
MG t hoc phan:



Mon hoc nay cung cap kién thirc vé cong nghé dinh tuyén, phan loai va dic diém cua cac giao
thirc dinh tuyén; cung cip kién thirc vé cau hinh mét sé giao thire pho bién; cung cép kién
thitc vé VLAN, ACL, NAT, céc cong nghé¢ WAN.

9.38. T4n cong mang va phong thi

Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Mon hoc cung cép cho sinh vién chuyén nganh Cong nghé Théng tin kién thirc co ban vé ki

thuat Tan cong Mang va Bao vé h¢ théng mang trudc cac loai tan cong; cac van dé vé ma ho4

thong tin, cac thuit toan hash, MAC, RSA, quan Iy khoa trong cac giao thirc truyén trén mang.
9.39. Thiét ké mang

Cau triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Moén hoc nay cung cap kién thirc vé nhitng dic diém co ban khi thiét ké mot hé théng mang;
kién thirc vé quy trinh céac giai doan thiét ké mang, phuong phap thiét ké theo mé hinh phan
16p; kién thirc vé thiét ké mang LAN, WLAN, WAN; va thiét ké mang dam bao tinh bao mat,
tinh sin sang cua hé thong.

9.40. An toan irng dung web
Hoc phan nay trang bi cho ngudi hoc kién thirc co ban va nang cao vé cac hinh thtrc tin cong
vao tmg dung web, phuong phéap bao vé chdng tin cong trong viéc 1ap trinh va xay dung céc
g dung Web, kién thtrc va phuong phap nghién ctru dé phat trién cac kién thirc chuyén mon
vé Bao mat Web

9.41. An ninh mang

Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Moén hoc nay cung cap kién thire vé cac k¥ thuat an ninh mang; kién thtrc vé cac k¥ thuat va
cong cu phan tich cac 16 hong trong hé théng mang; cac k¥ thuat tan cong ha ting mang va
cac dich vu mang; cac giao thirc bao mat va ky thuat bao mat ing dung mang; cac k¥ thuat
bao mat ha tﬁng mang nhu Firewall, IDS/IPS.

9.42. H¢ thong giam sat an toAn mang

Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Mon hoc ndy cung cap kién thirc vé cac thanh phan trong hé thong giam sat mang; kién thuc

vé phuong phép t6 chirc trién khai mot hé thong giam sat, cac giao thirc dung trong giam sat



mang; kién thirc vé cac cong cu trong giam sat, cac hinh thirc canh bao khi hé thong mang c6
su ¢ xay ra.
9.43. An toan mang khong day va di dong

Cau triic hoc phan: 3(2:1:6)
MG t hoc phan:

Hoc phan nay cung cap cho ngudi hoc nhirng kién thirc lién quan t6i: kénh truyén thong khong
day, kién tric va cac giao thirc mang khong day, tin cong trén mang khong day, cac ki thuat
bao vé.

9.44. Cong ngh¢ twong Iira va bao vé mang ngoai vi
Cau triic hoc phan: 3(2:1:6)
MG ta hoc phan:
Moén hoc cung cap cac kién thirc téng quan vé co s ha ting mang an toan, cac cong nghé
tuong lira voi cac ki thuat loc goi tin va may chu Proxy, cac thanh phan va hoat dong cia
NetGen-Firewall. Cac nhu ciu bao mat ctia doanh nghiép va cac giai phap bao vé mang ngoai
vi. Xay dung céac hé thong thue va hé théng gia lap firewall dé bao vé hé théng mang.

9.45. Phap Iy ky thuit sd

Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Mon hoc cung cip cho sinh vién nhimg nguyén Iy va k¥ thuat trong linh vic phap 1y sd. Sinh
vién s& dugc cung cap nhiing kién thirc vé cic phuong phap va quy trinh va cac cong cu thu
thap, diéu tra ching cir trén may tinh, luu luong dir liéu mang; kién thirc xay dung va phan
tich duogc cac bao céo phép 1y sb.

9.46. Cong nghé Internet of things va bao mat
Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:
Mo6n hoc cung cép céc dic diém vé céc thiét bi ToTs du cubi, cac bd giao thirc mang va kién
tric mang IoTs hién dai. Trinh bay cac diém yéu, 16 hong bao mat, cic phuong thirc tn cong
thudng gip va cac giai phap bao mat twong mg. Céac van dé phap 1y vé tinh riéng tu, va cac
giai phéap k¥ thuat tuong ung.

9.47. Phan tich ma dgc
Cau triic hoc phan: 3(2:1:6)
MG ta hoc phan:
Mo6n hoc nay trang bi cho sinh vién céc kién thuc vé co ché hoat dong ctia cac ma doc thong

dung, cac ki thuat dugc st dung ctia cdc ma doc nhu virus, sau, botnet, rootkit. Bén canh do,



mén hoc con cung cip cac ki thudt cap nhat nhat vé phan tich ma doc chinh 14 phan tich tinh
va phan tich dong nham giup ich trong viéc xay dung duoc cac hé thong phat hién, ngin chin
ching

9.48. Quan trij trén moi trwong cloud

Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Mon hoc nay cung cip kién thirc vé& cong nghé cloud va trién khai cai dit, cAu hinh, quan tri
trén moi truong cloud. Trong d6 bao gdm viée trién khai cac may 4o, cai dit cac ing dung va
dich vu trén cloud, quan tri tai nguyén, giam st cac hoat dong ciia hé théng trén moéi trudng
cloud va dam bao an toan thdng tin trén cloud.
9.49. Quan ly rii ro va an toan thong tin trong doanh nghiép
Cau triic hoc phan: 3(2:1:6)
M6 ta hoc phan:
Moén hoc cung cip céc kién thirc vé nghiép vu xac dinh cac rii ro, cac tac dong tiém an co thé
anh huong dén hé théng an ninh thong tin ctia doanh nghiép dic biét 1a cac bién phép gia ting
nhan thirc vé an toan thong tin trong ndi bd. Mon hoc ciing dé cap tdi cac quy trinh thiét 1ap
céc thu tuc kiém soat nhim nang cao hi¢u qua bao mat cua td chire. Sinh vién cling dugc hoc
cac phuong phap giai quyét cac van dé va su cd vé an toan thong tin, cai tién hé théng thong
tin, lién lac ddc biét 1a quy trinh 4p dung chuan ISO 17799 cho cac doanh nghiép va t6 chiic
9.50. H¢ thong tim kiém, phat hién va ngin ngira xAm nhép
Cau triic hoc phan: 3(2:1:6)
MG ta hoc phan:
Moén hoc cung cép céc kién thirc vé cac Hé thong tim kiém, phat hién va cac phuong thirc
ngin chin tan céng, dong 16 hong, cac hé thong canh béo tin cong va thu thap thong tin vé
céc cudc tan cong mang. Ddng thoi cung cap cac phuong phap ngira xam nhap bang cac tinh
niang mi hoa thong tin va duong ham VPN trong cac IDS va kha niang han ché hoat dong
hacker.
9.51. Hé thong nhiing

Cdu triic hoc phan: 3(2:1:6)
MG ta hoc phan:

Hoc phan nay cung cip cho nguoi hoc nhitng kién thirc lién quan t&i hé thdng nhung, bao
gom: Nhitng khéi niém tong quan vé mo hinh h¢ thong nhung, tinh chat, cac (mg dung ctia hé

théng nhung; Cac thanh phan co ban cia mot hé théng nhung; Cac phuong phap thiét ké hé



théng nhung; Vi diéu khién ARM; T4p 1énh cua vi diéu khién ARM; Kién thirc vé nguyén téic
1ap trinh nhiing, cdc cong cu 1ap trinh phdn mém nhing.
9.52. Blockchain va rng dung

Cau triic hoc phan: 3(2:1:6)
MG t hoc phan:

Hoc phan nay cung cap cho nguoi hoc nhitng kién thitrc vé Blockchain, bao gdm cac thanh
phan, dic diém, nguyén tic hoat dong, cac quan 1y cta cong nghé luwu trit va truyén tai thong
tin dit liéu bang cac khdi (block) trong linh vuc k¥ thuit s6. Dong thoi cling cung cip cac ing
dung cua Blockchain dé chéng lai sy thay doi dit liéu, dam bao dit liéu dugc an toan trong

cac linh vuc khac nhau

9.53. Trusted computing

Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Hoc phan nay cung cap cho ngudi hoc nhitng kién thirc vé cong nghé Trusted Computing
gém cac dac tinh nhu khoa chig thuc, an toan dau vao va dau ra, bao vé bd nhé, bao quan
kin, chung thuc tir xa, bén thtr ba dang tin cay, nguyén tdc hoat dong cua trusted Computing
trong viéc str dung giai phap bao mat dua trén phan ciing dé bao vé céc thiét bi dau cudi, hé
théng mang, dir liéu, thiét bi di dong va cac thiét bi mdy tinh khac khong phai PC. Pong thoi
cling cung cap cac kién thirc vé ing dung cta Trusted Computing trong cac linh virc nhim
phat trién cac bién phap ddi pho an ninh.
9.54. Tiéu luan chuyén nganh ATTT (TLCN)

Cdu triic hoc phan: 3
M6 ta hoc phan:

Hoc phan nay sinh vién s& duoc 1am mét dy an vé chuyén nganh ATTT véi sy hudng dan cia

GVHD trong sudt mot hoc ky. Cac chit dé s& bao phu mot sé hoc phan da duogc hoc, lién quan

dén cac van dé cac nguy co va giai phap an toan cho cac ing dung, mang, hé thong thong tin.
9.55. Chuyén dé doanh nghiép (ATTT)

Cdu triic hoc phan: 2(2:0:4)
M6 td hoc phan:

Mon hoc nay trang bi cho sinh vién cac kién thuec cap nhat thyc té vé cac cong nghé maoi trong
linh vuc cong nghé thong tin, ciing nhu mot s6 kién thic vé k§ nang mém, k¥ nang lam viéc
trong moi trudng doanh nghiép, dudi hinh thirc chuyén dé khach moi — 14 nhitng chuyén gia

c6 kinh nghiém lam viéc trong cac doanh nghiép.



9.56. Thue tap tét nghiép (ATTT)

Cau triic hoc phan: 4(4:0:8)
M6 ta hoc phan:

Mon hoc ndy trang bi cho sinh vién cac kién thirc thyc té lién quan téi moi trudng lam viée
tai doanh nghié¢p, str dung kién thirc da hoc trong vi¢c tham gia cac du an thuc té tai doanh
nghi¢p, hodc tiép thu mot sd cong nghé maéi va van dung ching trong viéce trién khai, van
hanh hé théng cong nghé thong tin. Dong thoi qua viée thuc tap sinh vién c6 thé phat trién tu
duy trong tuong lai véi vai tro quan 1y.

9.57. Lanh dao va kinh doanh trong ky thuat (ATTT)

Cau triic hoc phan: 0(0:0:0)
MG td hoc phan:

Hoc phan gitip sinh vién hinh thanh tu duy sang tao va truyén dat, trang bi k¥ ning xay dung,
lanh dao to chirc, quan 1y du 4n. Trang bi cho sinh vién k¥ nang 1am viéc nhoém, k§ nang phat
trién y tuong méi. Cung cap cac kién thirc vé viéc thanh 1ap, quan 1y doanh nghiép va tiép thi
san pham, quan 1y s& hitu tri tué.

9.57. Lap trinh di dong

Cdu triic hoc phan: 3(2:1:6)
M6 ta hoc phan:

Hoc phan nham cung cap cho ngudi hoc kién thirc vé 1ap trinh di dong noi chung va lap trinh
Android néi riéng, kién thirc vé ciu tric ciia mot du an Android, vé cac thu vién dé tuong tac
dén phan cimg cua thiét bi va vé co s& dit liéu Sqlite. Sau khi két thiic khod hoc, sinh vién co
thé 4p dung nhiing kién thirc da hoc dé xay dung mot tmg dung Android hoan chinh.

9.58. Khéa luin tét nghiép ATTT

Cdu triic hoc phan: 7
MG ta hoc phan:

Hoc phan nay sinh vién s& duoc 1am mét du an vé chuyén nganh ATTT véi sy huéng dan cia
GVHD trong su6t mot hoc ky. Cac chu dé s& bao phu hau hét cac hoc phﬁn da duoc hoc lién
quan dén cac van dé cac nguy co va giai phap an toan cho cac ung dung, mang, hé thong

thong tin, dong thoi mo rong hay di sau thém kién thirc vé an toan thong tin.



